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How did you get involved in this?

I was responsible for managing instrumentation control
programs in different areas within EPRI. As the
communication technology evolved, the instrumentation
and controls programs picked up more and more of the
communication technology. I think my strength, as
much as anything, is asking questions that maybe
haven't been asked before. I've got a pretty good idea
of how these systems work.

I went to all of these
meetings with IT
security experts. When I
would ask a question
about how could you use
this or here are the
requirements, it would
be the first time they
ever heard it. That's
when I started realizing,
"Wait a minute.
Something isn't right here," because none of the
requirements that are inherent to the performance of
the systems were considered.

Meaning what? Explain that vulnerability.

A control system has several unique attributes. Number
one, a control system must be absolutely highly reliable.
It can't shut down very often. So, unlike a business
system where you can shut it down over the weekend,
the system that controls the power plant must have
almost 100 percent reliability or some form of backup to
maintain the 100 percent reliability. It is extremely
important.

The other thing that's different about these systems is that they are
very specific systems designed to do very specific tasks in a specific
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time frame. I'll give you an example. In the gasoline industry, if you
want to fill a tanker truck with gasoline, you do this automatically. You
don't want gasoline from the storage bin starting to be delivered to that
tank truck before it arrives underneath the pipe. Conversely, you don't
want the truck driving away if it's still being filled or if it hasn't been
filled. So these systems have been designed for specific timing.

In a traditional IT system, you don't do that. I do my first task until it's
done. I do my next task until it's done. Because you have this
difference, and the difference is timing in interrupts, the technology
that's been developed for the control systems doesn't have the ability
to use the IT technology. The IT technology never accounted for the
fact "Wait a minute, I have to stop now." The other thing about control
systems that's different is these are systems that use as as small a
processor as you can get away with. You don't get rid of it until it's just
so obsolete, you can't do anything more with it.

So we have an awful lot of systems that don't have the processing
capability to use what happens in the IT world, which has the latest
and greatest and large computing capability.

So in other words, what you're saying is it doesn't have the
ability to stick in cryptographic sign-on abilities? It doesn't
have the ability to stick in security?

You can't, and here's another issue that is really important. Security
technology tends to close up the system. A control system is designed
to be useful, efficient, interoperable. It has lots of different systems it's
working with. What's ironic is securing this system directly impacts the
ability to operate efficiently. So, for the first time, we're in a quandary.
Can you make a system more secure? Yes, but at a cost. That cost is
not just an economic cost. It's very much performance cost. You may
not be able to do what that system is designed to do if you slow it
down so much.

What's a control system? Where are they, and why are they
important?

Control systems is a general term. They are the systems that
essentially make the products we use. They are the automated
systems that take an input. For example, you measure a temperature
or a pressure or a voltage. It takes that input. It has a program inside
to say, "I'm going to do something," whether it's to make a car or heat
up a boiler. So it controls the signals going out to a pump, to a valve, to
a press, to something that's physically doing something. The control
system is essentially the brains. The neurons are the sensors that are
giving the brains the wherewithal to take and do the actions.
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Who uses them, and where are they used?

There are a number of types of control systems. There is one term
that's bandied about frequently, and it's the term SCADA. SCADA is a
control system, but it's only one type of control system. It stands for
Supervisory Control and Data Acquisition. It acts as a data gatherer
where you have lots and lots of data. It's used where you have very
dispersed facilities, like electric wires that run hundreds of miles, or you
have gas pipelines, again, running hundreds of miles, or you have
canals, water systems. What you're doing with a SCADA system,
predominantly, is gathering lots of data, and you're doing what's called
some supervisory control. So SCADAs are normally used in very
dispersed applications.

A distributed control system (DCS) is another type of control system.
It's used in places like power plants, refineries, chemical plants, large
facilities; fairly confined. But the big thing with a distributed control
system is it's used where you've got to do lots of complex calculations,
and you're doing both what's called regulatory control as well as
supervisory control. The regulatory control is the minute-by-minute
changing of the process. The supervisory control is the traffic cop on
top, checking to see where all of these other things are coming from.
The big thing about a DCS is it's there to do lots of very complex
calculations.

Now, another type of control system is the programmable logic
controller, PLC. The PLC started off in life to do what was called
discrete rather than continuous type of things. You could look at it as a
PLC was there to make cookies, batches of things. So you could
program it to say, "Make chocolate chip cookies for a while." Then
change it, "Now go make butterscotch cookies." So the PLC was going
to be doing reasonably complex calculations, but it was going to be
done in a discrete manner.

Those are probably the three primary [types]. Now other types of
control systems have evolved. What has evolved over time is, we've
gone from the mainframe type computer -- which is essentially where
the DCS evolved from, and the SCADA to some sense also evolved from
-- and it's moving down toward essentially what a PLC is now. The PLC
is moving down to what a PC is now.

So as the computing technology with the microprocessors gets to be
more and more powerful, a lot of the distinctions were in between
these systems. What isn't blurring as much is the fact that, when you
have the very, very dispersed assets, you're still more concerned with
data concentration.

What does a SCADA system look like?

What you just asked is really two terms. SCADA is one thing. When you
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talk about a SCADA system, you're now talking about all of the different
sensors and pieces that make it up. The SCADA itself is potentially, for
example, either a series of PCs or superminis or whatever. In fact, one
of the issues that becomes -- or confusions, if you will -- is somebody
could look at a SCADA screen and say, "Gee, that looks just like my
business system." It's what's behind or that feeds into that box that
makes a difference.

I'll just use a small utility. A small utility may have maybe, certainly
several hundred miles of electric lines. It may have probably 10 to 15
substations. In these substations, you will have transformers, you will
have protective relays. Protective relays are essentially the breakers
you have in your house.

What the SCADA system is doing is monitoring and controlling the
protective relays and the substations. It's monitoring the current and
the voltages on the wires. It's monitoring the frequencies. What it's
trying to do is provide all of the key electric data that the control center
needs to efficiently and economically maintain the grid.

So [how many] sensors? I mean, dozens, hundreds, thousands?

Again, the bigger the utility, the more it moves to thousands and tens
of thousands.

[Which] used to, by the way, be controlled manually?

Many of them were controlled manually, and to start with, they were
electromechanical. They were mechanical switches. In order to become
more efficient, with the microprocessor, we've been able to go from
the mechanical switch that needed to be nursed and cared for by
people in the field constantly, to an electronic device that could be
monitored from afar, much more reliable, and to be able to be
programmed. Efficiency-wise, it's been wonderful. There is a flip side,
which is the security of it.

How big a problem is that?

These are the systems that are designed to be open, interoperable,
and to let the appropriate people use them. The problem we have is in
the design and in the implementation. We haven't always put the right
box around appropriate people. As it's designed, "appropriate" can be
essentially anyone.

These are closed systems, right?

No, they're not. All control systems -- and I do use that term "all" --
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when they were designed, they were designed to be closed systems.
With the advent of the PC and the Internet and all these wonderful
new technologies, we've been able to move away from at least where
the operator sits and types on his console -- a proprietary system -- to
a commercial off-the-shelf system. However, back when you do your
control at the front-end process, that is still viewed as a closed system.
That is at least what the design premise is.

The problem that creeps in, though, is that this system that sits out
here can be accessed via a number of different means -- not only via
the Internet. It can also be accessed from different types of
communication media. These communication media themselves are not
secured. They were never meant to be secured.

What does that mean?

For example, just using a microwave system -- we don't use encrypted
microwave. The government may use encrypted microwave for
satellites. It's not what's used in the commercial world. So you have
these systems that are out there are systems that have access points.

Additionally, in order to be efficiently maintained by vendors, these
systems have a remote dial-in capability. These systems are not closed,
isolated systems anymore. Trying to go back and close them off would
lead to some substantial efficiency and resource hits, because if you
can't do a lot of this remotely, that means you have to man them.
That's expensive.

And over the years, that's the opposite direction we were
going?

That is exactly the opposite direction.

One of the things people say about electrical grids -- they all
deal with them differently. There is different software and
everything else, [so] it makes it very difficult to do any havoc
with it. Is that the case?

First of all, you were talking operating systems. That has a unique
meaning, which I don't think is what you're really asking. At least, I'm
going to try to answer what I thought you asked. There are only a
limited number of suppliers who supply the SCADA and energy
management systems that control the grid, not just in North America,
but throughout the world. A very limited number, and those vendors
have a limited number of software or software revisions.

Additionally, the grid is an interconnected grid, so these systems need
to be able to talk to each other. But a part of the vulnerability is the
fact that there are so few suppliers. There is the commonality within
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the systems; there's also a commonality in the communication
handshakes, or protocol between the systems.

As an industry, we have worked harder to be able to have these open
communication protocols. We're to the point where we fit the
proverbial, "Be careful what you ask for; you just may get it."

How does that leave the system vulnerable?

It leaves it vulnerable because in order to have open systems, you
need these systems to be able to talk to each other. But you also need
to make sure that they have as much commonality as possible, and
that design did not consider security. It wasn't designed to be a secure,
functionally efficiently operating system.

With cyber that allows you to enter multiple points at the same time, I
believe that the vulnerability is there on a grander scale. If you only
were trying to address one substation at a time, or even one control
center at a time, you would be talking strictly in very local rather than
much more regional or greater [terms]. But one of the unique -- I want
to say aspects, or concerns -- about cyber is that you can attack or
address multiple systems at multiple locations, either simultaneously, or
very close to simultaneously.

If intrusions into systems occur, do we have the technologies to
recognize them?

Our control centers have, in almost all cases, firewalls, intrusion
detection, demilitarized zones -- everything you could put around them
to secure them. That same cannot be said for power plants or
substations. What that means is that if there are probes going on, or
potential attacks occurring, and they're targeting a control center, we
would at least know it. Hopefully we'd be able to defeat it and because
you have the logging capability, you'd also be able to track, trend, and
hopefully do some forensics in terms of what just occurred. The same
can't be said for the other systems where control systems really reside.

And they are accessible?

Yes. That is a general yes.

What's the worst case? For instance, let's talk about a specific.
What's the worst case of an intrusion that's happened that you
know of at this point that's done damage?

It wasn't in the electric industry. It occurred in Australia. It's very
public.

frontline: cyber war!: interviews: joseph weiss | PBS

6 of 23 2/17/2009 3:39 PM



This was a sewage plant. You had a person who worked for a SCADA
company, who was fired, so became disgruntled. While at the SCADA
company, they provided the SCADA to the local water wastewater
company. I am told -- but I can't verify this -- that he tried to get a job
with the local water wastewater company and was turned down. So he
went to the local electronic store, and got a radio transmitter.

Because he helped design the system -- this is where I mentioned
before, where the definition of an insider becomes very different --
because this person knew the system, he effectively was an insider.
Even though he didn't work for the SCADA company or the water
wastewater company anymore, he was still an insider.

He got a radio transmitter, drove to where they had a sewage
discharge valve, which happened to be on the grounds of a local hotel.
Using a transmitter, he opened the valve remotely, and caused a
sewage discharge.

What was interesting to me, from everything I've been able to gather,
they finally caught him the 46th time he did it. What I was also told
was, the first 20 times, they didn't even know why the valve kept
opening. From 20 to 45, they were looking for him. They caught him on
the 46th.

That has some really important ramifications. The first is, it's saying if
you use cyber, it's not intuitively obvious that it was cyber that caused
something. The valve opened. The first 20 times, they tried to figure
out why the valve is opening. They didn't ask, "Who's attacking it? Why
is the valve opening?"

To me, the other important ramification was, even after they realized it
was cyber, it was taught at courses. You have to just pay, because
very easily, it could just be somebody who was going to be a contract
engineer to do it. So I'm just saying this knowledge, is it the same
knowledge as what you talk about the Internet? No, it's much, much
smaller. But this knowledge -- people who work in this industry
essentially covers that.

But if you've got knowledge of how the systems work and
you've got the access through the Internet and you know how
to use the Internet to get into the systems, you got a problem.

Yes.

How big a problem? What's the worst-case scenario?

Don't know. And part of the reason we don't know is there have been
multiple vulnerability assessments in many industries to determine the
vulnerability of these systems. The ability to get unauthorized access to
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these systems, say, utility and was turned down, and did the same
thing to that same electric utility which he could have done, I think.
That would not be a trivial case. Could he? Of course he could have.
It's the same issue.

So he could have shut down the power in Australia?

He could have certainly shut down the power in that local area.
Depending on what he wanted to do and his knowledge, he possibly
could have done more.

But some are on the other side of this issue, saying, "It's not a
concern, this example doesn't hold water. It's an insider. No
bad guys could get this access, nor the knowledge to do this."

Let me counter them and this is what I think is terribly important. We
have a limited number of suppliers of distributed control systems,
SCADA systems, programmable logic controllers. These systems are
sold not only in North America, they are sold all over the world. A
number of these suppliers are not American companies. They can sell
these same systems to countries that we probably wish they hadn't
sold them to. These same systems, when they sell them, are the same
systems we have here. When you sell a system, along with that system
goes training -- the same training there you get here.

Additionally, I'll take it again a number of steps further. We have
international standards bodies that work on the standards for the
equipment design, the equipment use, the communications. An
international standards body basically means anybody can participate,
because these standards bodies are essentially by individual, not
necessarily by company. So anybody can.

There are numerous SCADA listservs that are specific to SCADA, that
are specific to other types of control systems. I know firsthand that you
have people on these listservs asking all kinds of questions that could
be serious at times. But when a question is asked, you get an awful lot
of people wanting to very graciously provide answers.

So if somebody out there wanted to do harm to us, the
information's available?

Yes. Well, I'll give you a parallel to what occurred in 9/11. We looked at
who is taking flight training at the flight training schools. Well, there are
an awful lot of, not just control systems suppliers, but system
integrators, people that offer courses in how to use control systems.
You don't have to be an owner of a company or a utility person or a
refinery person or anybody else to take these courses, you have to just
pay. You could very easily just be somebody who's going to be a
contract engineer to do it.
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What's the worst-case scenario?

Don't know. The ability to get unauthorized access to these systems is
well proven. I won't say "well documented," because this is not
something you're going to pick up a magazine and say, "Here it is," but
it's well proven.

With cyber, what makes the answer to your question so difficult, is
what is it you want done? If I get in, what is it that I want to do? It's
like in the IT world. If I get root access, if I become the administrator
and could do whatever I want to that IT system, what could I do? I
can't give you an answer, because it depends on what it is you want to
do.

Tell me, first of all, your thoughts on Eligible Receiver. What
was it, as far as you know?

I am a commercial engineer. I don't have a security clearance. I
haven't seen a report. I know of parts. All I can say is, knowing the
vulnerabilities of our systems, could this be done? Yes, possibly could
be done.

So therefore -- the fact that the NSA said they did it -- within
the industry, how is it viewed, what was done, and is it believed
by people within the industry? Is it believed by control system
experts like yourself, that what they did would have had the
results that they said?

Couple of answers. One is, I believe most people in our industry [were]
probably not aware of it. Number two, there are very few people, truly,
who really understand control systems and cyber, which is a very
important piece that's missing, and it's missing in the whole national
strategy. Consequently, I would say that most people in our industry
would not think it's possible to do, because they don't understand what
the true vulnerabilities really are. That goes back to the fact that the
awareness of cyber security of control systems is still, in my opinion,
abysmally low.

I've also been told that the SCADA systems -- if people don't
know what's happening, you can start controlling flow one way
or the other.

That is correct.

You can create a situation where you're causing a problem
which grows and is a cascading effect. System after system, if
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they don't understand what is happening, will go down, and you
could bring down a grid. Explain that to me.

The first thing is there are numerous, numerous indicators in a SCADA
or control room scenario. To make this happen, you would have to be
able to effectively change an awful lot of indicators, so that somebody
doesn't see things that don't make sense. That said, there have been
demonstrations, be it tabletop, to demonstrate how you can change
what an operator sees so what an operator sees is not what's really
there. That can be done.

You can change the actual setting of devices and have the operator not
be aware that those settings have changed. That can be done. It has
been demonstrated.

So he thinks he's sending out 25 volts?

Or he thinks a breaker is open or a breaker is closed, or vice versa.
Now, before this gets too contentious, again, there are going to be lots
and lots of indicators. What we've done at a very, very cursory level is
demonstrated what some of the things you can do.

What is so important is DOE has the national SCADA test bed at the
Idaho National Engineering Lab. We very much need to use that facility
to really understand what can happen, what technology we need to
develop, how we need to go about this, so we can really take this
through and really, truly understand what can happen and maybe what
the limitations are.

Are there things that hopefully may preclude some of these worst-case
scenarios? Or are the systems that naive? I don't want to call them
dumb, because these are very smart systems. But are they that naive,
that if you do try to take them over, they're not smart enough to
recognize wrong things are happening?

We need to know and understand this, and this is as much of a plea as
anything. We've got to get the government to recognize and prioritize
and fund this at the level necessary, because, I will say this: Essentially
all of the IT technology that's been developed, all the tens and fifties
millions of dollars, or hundreds of millions of dollars, to develop
firewalls, intrusion detection, encryption and authentication -- all of that
needs to be done for control systems. That won't get done for $3
million. That money that's been allocated from Congress, the $900
million to do cyber security, that money is not going to secure a control
system.

Is there a problem that control system experts have not been
brought into the debate over the security issues that the
government is dealing with now?
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I am ostensibly a member of the R& of the Partnership for Critical
Infrastructure Security, PCIS. Key word: critical infrastructure. I don't
believe, or at least there wasn't as of a year ago, a single supplier of
control systems that was a member of the Partnership for Critical
Infrastructure. Not one.

I can tell you that, when I'm at conferences like when Gartner has their
SECTOR 5, which is the critical infrastructure, I was on a panel last
year. For the electric side, there were maybe, I don't know, a hundred
people in the room. I was flipping. I pointed at the lights and asked
how many people think that's your product? Of the maybe hundred
people there, two were not IT. If this is critical infrastructure and IT
doesn't have responsibility for any of this, why isn't somebody else
there? The discussion on cyber vulnerabilities from day one has been
led by IT people and others who don't know how control systems work.

Does Washington get this at all?

I don't think so. I don't think so. I just had a discussion with a couple
people in the Defense Department, and it bothers me that it was news
to them. There is an abysmal lack of knowledge about cyber security of
control systems -- not just in our industry, but in all industries, and
even much more in Washington.

In fact, I'll give you another concrete example. I was asked by Senator
Bennett's staffer to review an article that was put in the Library of
Congress, a congressional research service report on Aug. 12, fairly
recent, and it was essentially -- I'm trying to go from memory -- but it
was remote control systems that threaten the critical infrastructure.

Here was this article in a report that was prepared for Senate and
congressional staffers. The report was about as technically flawed as it
could possibly be. They defined a remote control system as any system
where the display was remotely operated. That's a client server. Since
when is a client server a control system? That's not what it was
supposed to be; that was their definition.

What's more, this report that was prepared for Congress, when they
started talking about SCADA systems, they didn't even identify that the
electrical industry uses SCADA systems. Not only did I comment on that
report, I have a vetting group that consists of people at NSA, NIST, the
National Institute of Standards and Technology, couple of POD
organizations, a number of the national labs, and a number of people in
the industry. I had them review my comments, because it was so
brutal in terms of what was in that report. And they all concurred.

Have you ever been in a meeting or anywhere else where you
lay out your views, and you're amazed about the response?
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Well the first time I ever testified, I had no idea what to look for. What
I found was that, in this particular congressional meeting, my
information was of some relevance. But what was more important was
the discussion on confidentiality and freedom of information. So even
though for a fact I was even asked questions about nuclear power
companies, I figured with my answers, there would probably be some
further discussion.

The bulk of the meeting revolved around Freedom of Information [Act],
or release from Freedom of Information, because we need to share
information. We absolutely need to. Can it be shared easily within the
Freedom of Information Act? Not really. So that discussion was
ongoing, and mine was just kind of, "Thanks, it was interesting. We're
done." ...

Is part of the problem in Washington the fact that they feel this
is private sector's problem?

I don't know. I gave two -- I don't know if you want to call them
seminars, tutorials, whatever -- to the National Defense University. One
of the things that came out is the government uses SCADA systems --
actually uses it for some of the DOD applications. I had one person
come up to me afterwards and say, "This is what the SCADA system is
and what the vulnerabilities are?"

In a sense, it's a bad analogy, but I harken it back to Y2K. It took us a
long, long while to get people to understand that Y2K wasn't only a
COBOL problem associated with mainframes. This is still very much an
eBay, Amazon, Internet, IT problem.

I was at the Gartner conference. You had all of this discussion on all of
this wonderful technology to be able to log and analyze all of this
intrusion detection data and how wonderful it was. All I could do is
stand up and say, "We don't even have intrusion detection. What are
you talking about? Especially considering this is a meeting on critical
infrastructure of electric power? Something is missing."

Nuclear power plants. They're safe, right? They're offline,
they're secure.

No. They have the same systems. When they started, they were just
like any other power plant, in the sense that they were isolated. There
are two aspects of the nuclear power plant. One is if you are on the
nuclear safety side of the power plant; the other is the balanced plant
portion of the power plant. You can put in new networkable technology
into the balance of a plant side of a nuclear power plant, and it is
happening. Now what's more, you can connect that information back to
the corporate network. You can have vendors connecting in to these
networks. Not only can you, it is happening.
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What is balanced plant side?

That is where you take the output coming out of the nuclear reactor.
The systems that are there for the shutdown are separate. The
systems that take the hot water or the steam that comes from the
nuclear reactor, to turn it into steam and turn the turbines, that's called
the balance of plant.

So that's the generating system?

The generating system.

So you can't hack into that?

It is possible.

And if you did, what's the worst-case scenario?

Don't know.

What can you imagine?

I've been thinking about it. I'd just as soon keep it at that.

But the bottom line on it is, are our nuclear power plants safe?

Let me give you an example. Several years ago, a white-hat hacker
named Mudge testified to Congress that he was able to hack into the
corporate data network of every nuclear utility in the United States.
That was approximately two or three years ago. While I was still at
EPRI, he talked to our system computer security group about what he
did. When he did that at that point in time, it didn't bother me, because
that was strictly the corporate side, and I was under the impression, I
think as most people are, that there wasn't a connection between the
corporate side and even the balance of plant. That's not true anymore.

So does this raise the bar here to making it an issue of national
security?

It can, in the sense that, number one, nuclear plants are very large
generators of power. They are equivalent many times to two or three
or four fossil units. So number one, if you lose a nuclear plant, that's a
large chunk of generation. In some parts of the country, it's a very
critical part of that generation mix. Could that have an issue? Sure. The
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optics of having a nuclear plant go down is not a good thing.

But could one also potentially get into a system and cause a meltdown?
I don't believe that.

So it's more whether in fact one could mess with a system so it
basically could cause enough damage to shut it down?

Between in the plant or in the switchyard.

So just put it in all perspective. What's the worst-case power
scenario, power we're talking here -- power lines, power grid?

Absolute worst? I won't even say absolute, but a very worst case could
be loss of power for six months or more.

Over how big an area?

Big as you want.

Is that a possibility?

Yes.

How?

I'd just as soon not go into it.

But you believe, as an expert, a man who understands these
systems, that indeed that is a possibility?

It's possible.

Why isn't Washington quaking in its shoes?

I can't tell you. I don't know. I don't know.

Have you gone to Washington and raised your hand and said,
"Folks, this is a problem?"

I have tried -- again, I have to be careful how I say this. When I was
at EPRI, I was not supposed to have communication with those people.
I did, because I thought it was important, and in the end, it didn't help
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my career. I have contacted any number of Senate and congressional
staffers that I thought were relevant. I've tried to talk to a few. I've
invited them to our conferences, to not only see what was happening,
but talk to people and gain an understanding of what they knew and
felt.

The other thing that I think is important, too, is to realize as big as our
industry is and how few people attend or are even aware of this. I was
just at a conference two days ago in Houston. We had a security
session. It was for the generators. We had two senior vice presidents
of some of the largest insurance reinsurers in the country and another
consultant and myself, and I think there were 20 people there.

A lack of concern?

A lack of understanding. Lack of concern happens when you
understand it and then decide it's not important. We're at the point
where I don't believe most people understand what can happen.

You're talking about in the industry?

Yes, oh, absolutely.

So how is Washington supposed to get it?

I don't know. I jokingly refer to the fact that I'm 2,415 United miles
from Washington. So my knowledge of Washington and how it works is
limited.

How are you viewed in all this?

Depending on who you talk to, I believe I'm viewed as a technically
competent person. I believe there are a number of them that view me
as very much of a loose cannon -- part of the reason I'm not at EPRI
anymore. I believe I still have a very substantial group of utilities,
vendors, etc., that believe in me and agree with me, which is why I'm
still under contract to DOE and NIST. We've had the most successful
cyber security conferences of anybody, because I know these people
who have relevance and are willing to participate. I can tell you that
there are a number of people that really, truly, honestly wish I would
go away, including on at least one of the industry groups I'm on.

Give me your impressions Dick Clarke and the work he was
doing.

I truly believe Dick felt this was very important. Dick tried very hard to
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get industry to believe it. In a funny sense, I think the problem was
because one of the things Dick kept trying to talk about was a cyber
Pearl Harbor.

The one difference I had with Dick is the cyber Pearl Harbor implied if
we got hit, everybody would know it. My very, very, very strong feeling
is, if and when we get hit, we will never know why we were hit. All we
will know is breakers are opening, valves are closing, certain things are
happening. But we won't have a clue as to why.

I'll give you an example. This is not a cyber attack, but just an
example. I believe it was July 1999. There was a pipe break in
Bellingham, Washington. A backhoe was digging, hit a gasoline line,
broke the line, spilled a couple hundred thousand gallons of gasoline in
a creek, caught fire and killed, I think, maybe about three people. I
remember even seeing it on the news. As an industry, I'm not trying to
belittle the industry; those things happen. OK, happens all the time. We
haven't marked things well enough. They should be using better spatial
technology.

It was either late November or early December 2002. The National
Transportation Safety Board issued a final report on the pipe break in
Bellingham, Washington. Turns out the backhoe didn't break the line,
the backhoe weakened the line. There was a gas SCADA there. The
gas SCADA had about 18 to 20 minutes to take action to keep that line
from breaking. It didn't.

This wasn't a hack. Here was a clear case where a control system
played a part in a major catastrophe. For whatever reason, I cannot
tell you -- for two and a half years, the industry, for whatever reason,
was kept oblivious of the fact that a SCADA could have played a part.
This wasn't a hack. You want to talk about information sharing? How
can we, as an industry, do anything, when information like that is
available and we're not even made aware of it? Like I say, it was not a
hack. But it's obvious the control system was involved.

Did we learn lessons from the big power outages in the 1960s
and 1970s, let's say, the New York big power outage? A lot of
people sort of say we had these huge power outages, there
were some cascading effects?

Absolutely, we did.

Enough? Did we learn enough?

But let me pose it a different way. This is the problem I have -- it's still
a problem in the industry. What we have done is we have been
absolutely focused on how to respond to natural disasters. We have
been not near as good to focus on what do you do to manmade
disasters.
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There were many very, very good things in terms of guidelines,
procedures, equipment, research, that came out of -- part of what
came out of the New York outage was EPRI. I believe it was 1998
where we had the western power grid problem. What never came out
of any of these, though, was what could happen with an intentional
case or an intentional exacerbation of any of this. And taking it a step
further, even to respond to all of these, it's been, how can we improve
the reliability? Most people assume if you say reliability, you also take
into account security. No. It was purely and only reliability. Security is
simply not given a consideration. I'm talking cyber.

One of the things that was told me is that, if you take out a big
enough piece of the grid what might happen is through
cascading effects or whatever, you go down, we don't know if
we can black start the damn thing.

Well, number one, the national labs have been doing an awful lot of
work on interdependency studies. There's an awful lot of work going on
black start capabilities. Now, again, depending on where you are, we've
made certain assumptions for black start. It could be we could
self-defeat ourselves, because what we needed for black start also was
taken out.

But I still go back to the fact that what we haven't really done is
assume what happens if it was intentional or, as we're trying to go
back, something keeps exacerbating the problem. That hasn't been
addressed, at least on the commercial side. I can't address what's been
done on the classified government side.

And through the use of flow and through the use of trying to
control these control systems, might one be able to burn out
generators and equipment which would take years to replace?

A concern. There is work going on now to understand where our critical
transformers are, where the replacements are, how we can get --
because these are long lead items, so if they're not direct
replacements, how we can get at least short-term replacements? But
the point being, if you take those out, that becomes a major long-term
issue. Can we be vulnerable? Yes. ...

Viruses. We've talked about viruses with people, and these are
people who say they're not going to do something like hurt an
infrastructure, like the electrical infrastructure. Is that the
case?

That's what we thought. It turns out, in a funny sense, it's in between.
What we did find is that it did hit a number of electrical and water
control facilities. The reason I say it's in between -- the Slammer worm
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itself did not shut the power off. What the Slammer worm did was
essentially shut off the control system. That's why I said it's in
between. If there would have been a problem with trying to control
substations or other facilities, we would have had a problem. It did
impact it; it impacted it indirectly.

So it didn't turn the power off?

It didn't turn the power off. What it did is it cut off communications to
those systems. The ones I knew about were impacted because the
Slammer worm impacted the telecom provider or hit a router, and
basically used up the bandwidth on the router and the control system
shared that. So in this case, the control system was the unintended
consequence of the Slammer worm.

If it really didn't turn the power off, if it was fixable, and if it
wasn't an unintended consequence, why is it important to
understand?

It's important to understand because it's another point. This, number
one, starts to show us that the control systems are not that far, in
terms of isolation, from other systems. Again, we're kind of viewing it
as these worms and viruses that come and go aren't going to bother
control systems. Well, they can.

The other thing is, again -- this is from what I read and hear --
Slammer was simply a precursor of something bigger. Again, that's just
what you read in the press and what you hear. But what you had was
a number of, not just electric utilities and water utilities, but other
industrial facilities also had control systems impacted for on the order
of hours.

So what has to be done to secure these systems? Can anything
be done?

Yes, there are several things that can be done. ... The first thing that
needs to be done is we need to develop security policies and
procedures to protect these systems, because the IT security policies
and procedures out there were never designed for these systems. ...
The euphemism is try and at least close some of the doors and
windows.

A second thing is do vulnerability assessments, get a better idea of
where you are, really learn what you really have, because invariably,
whether it's done just by an analysis or penetration test, whatever, in
almost all cases people have been surprised to find out what they really
had and didn't recognize. They thought they were a lot more secure, a
lot more isolated than they really were.
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The longer term -- this is where I go back to the fact with the national
SCADA test, that we've got to be able to develop technology. The first
thing we need to do is to understand, what technology do we need?
The IT mindset of always needing encryption and all the rest for a
control system -- that may or may not be what we need. We really
need to be able to understand what is it that we need, and then
develop it. That needs to be done, number one, with the existing
systems out there; then number two, with being designed, that's on the
drawing table, as they say, now.

Can the systems be taken offline completely? Just take them off
completely from any potential wireless, any potential Internet
access?

Are you asking, can you manually run these systems? Well, we looked
at can you manually run the systems way back during Y2K, because
the question was raised there. These systems are highly, highly
dependent on computers. What's more, the people that really have
understood these systems both at the utilities, at the vendors, etcetera,
the experienced people, aren't there anymore. It would be rather
difficult to try to manually run these systems for an extended period of
time without some real bumps in the system. I wouldn't say impossible,
but it sure wouldn't be the system that you have today.

In a time of financial constraint within the industry, is this a
problem that the industry can deal with, or are willing to deal
with?

There's a couple of things. One is right after 9/11, FERC gave -- and I
don't know what the status of this is -- FERC gave initially dispensation
for utilities to put in the rate base security changes. There's a lot of, I
guess, efforts going on now as we see it.

If something is mandated by regulation, utilities have to do it. You
know, call it what you will, it is a regulated industry. If regulations say
you shall or you go to jail or you can't be part of the grid, you will do it.
It's that simple.

But are regulations coming down the pike?

No.

Why not?

I don't know.
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Are they necessary?

Yes. I just don't believe it will happen without it. With Y2K, it wasn't
regulation; it was liability. Without an appropriate driver, I believe a lot
won't. And not only that, without that driver, I'm not sure that the
vendors themselves will build the systems that we need either. It's a
chicken and the egg.

By vendors, you mean?

The people that build the control systems.

And they operate the software that controls them?

Yes.

There is something the government is doing right now - the
Giganopr [a government term meaning a notice of prepared
rulemaking] to nationalize the grid. Would this magnify our
vulnerability?

Yes. I happen to be on the NERC committee. Within that FERC
Giganopr, there's also a page dealing with cyber security which is the
part I've been working on. The more you centralize control, from an
efficiency perspective the better it is. From a security perspective, the
more vulnerable it is. That, though, has not been my particular focus.
My particular focus in the Giganopr has been the fact that there is
going to be a minimum requirement for cyber security for the grid. ...
The way that Giganpor is set up, it will only address the control
centers, not power plants or substations.

Well, shouldn't FERC get this?

We've had meetings there. I've made my feelings known within the
NERC critical infrastructure protection advisory committee where I
originally prepared the wording for what we needed to do for the
control systems which was removed. I can't tell you anything further. 

This is something going to happen soon, right? This is a notice
of proposed rule making?

This rule making will take place - the term substantial compliance is
there -January 1, 2004. Full compliance January 1, 2005.

And what will it do?
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That's a good question. It will help to some degree, it really will. On the
other hand because I am focused, which is part of what certain people
will tell you is a problem with me, because I am focused on the control
systems, I believe this will be more harm than good. Because what
they have done is they have removed control systems. They've
removed substations and power plants from that rule which means that
the substation people and power plant people can basically say, "I don't
need to worry." And the control systems suppliers will say, "I don't
need to supply a secured control system; there is no requirement."

Let's talk about the probing. There is sophisticated probing
going on that a lot of people talk about. What's that mean, and
does that scare you when you've heard about it? What are your
first impressions?

It's misleading. It's misleading, because most of our substations and
power plants have no firewalls for intrusion detection. We wouldn't
know if anybody's probing. What you're reading about is what they're
finding on the business side of the electric utility. Now, that may mean
there's a lot happening. I have no clue. All I'm saying is, what you're
hearing about has nothing to do with what's happening on the
operational side of the utility.

Because we don't know what's happening?

Because we don't know.

But nothing's ever happened. Nothing bad has happened.

Again, I go back to we haven't had extended outages. The only thing I
can say is if there is an outage, what we do for root cause is we go
and look and mechanically and electrically analyze what's happening.
We have no laws to refer to find out if anybody's got anything from a
cyber perspective.

I can also add one other thing. I was on a panel discussion when the
IT security manager of a very, very large, electric utility gave three
slides. Those three slides were why even if the company were hit by
cyber, the industry would never know it. The first was it really didn't
have the technology there to detect it. The second is they didn't have
the expertise to do the forensics to really determine what it really was.
Now, again, I'm not talking on the IT side. This is on the control
systems side. The third is, the last thing you'd want to do to either Wall
Street or to the hacker community is identify the fact that you've been
hit.
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So you think in fact we've been hit potentially, but there's just
no way to absolutely know it?

I know from creating an informal database that there have been a
number of times, both intentionally and unintentionally, our control
systems have been impacted. We have had facilities down for several
days because of, in some cases, inadvertent denial of service of the
control system. There is at least one case in a paper mill. There was a
union situation that it got shut down, because somebody went in and
changed all the passwords.

Again, maybe that could suggest that certain systems could be
affected. But this wild scheme of system after system being
affected and warning systems being taken down so that you
could really manipulate-- There's no real sort of proof that
anything like that has ever been contemplated or could possibly
take place?

I can't in any way, shape or form address whether it's been
contemplated. The only thing I can tell you is, here is what the
systems, are and where they're vulnerable. That's all I can say. ...

One last area is software. How vulnerable are these systems and
the infrastructure system, in general, due to the fact of the
software that they use?

The basic fact is unless you were to do almost a line-by-line review and
a comprehensive test from essentially a cyber security perspective,
what would you know? One other concern we have with the UCITA, the
Uniform Computer Information Transactions Act, is it says that a
vendor can put in a trap door or a trojan and not have to tell you.
That's only a law, apparently, in Maryland and Virginia. There is a
tendency, if you get software from a vendor and if you think it's a
credible vendor, to accept it at face value.

What effects on critical infrastructures, though, that this is a
reality? One never quite knows what's in your software?

We do very comprehensive factory testing of our systems. But I'm also
going to put in a caveat. The comprehensive factory testing we do is to
insure ourselves that the system performs as it was designed to
perform and it meets the purchase specifications. If there is some form
of a software trojan or something else that is not part of the design
checkout, you wouldn't know. Now, in nuclear, you're supposed to do a
line-by-line verification of all code. But if you look at fossil or other,
there isn't that requirement.
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The question that is brought up often, shouldn't you be forced
to protect your systems better, because this is a national
security issue? And the easy thing for many people to say is,
"Well, it's not us. It's the system we buy. It's the software that
we buy, it's the Microsofts of the world, it's the SCADA system
makers," or whatever. "They're the ones that should be
regulated, and they in fact should be regulated."

I don't think so, but I'll add one other thing. With control systems,
vulnerabilties can occur beyond just the software. So even if you have
that part taken care of, there are other vulnerable aspects. Obviously
you've got Microsoft issues, but that's something different and beyond.
But if you had all of your software absolutely secured, there are still
other things. Remote access is one of the biggest, biggest
vulnerabilities we have, and that has nothing to do with software.

In summary, the key points that you think it's essential for the
public to understand?

This debate [on vulnerabilities] needs expertise from the people who
know these systems. This debate has been going on for people who
know policy and people who know IT and security, and they are trying
to use terms or certain things out of context. I think it's just critical that
people [who] know, understand and operate these systems be part of
that dialogue.

One further thing. I think it's absolutely critical that as we train this
generation and the next generation of cyber sleuths and that whole
thing, that control systems be a part of that study and that discipline,
because it isn't right now.
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He is vice president of Managed
Security Services Operations for
Symantec and was director of the
Vulnerability Assessment and
Assistance Program (VAAP) for
the U.S. Department of Defense
Computer Emergency Response
Team (DoD/CERT). He discusses
how his Security Operations
Center observed in real time the
Slammer worm and its
propagation around the world
and he outlines its significance.
He also talks about the overall
level of sophisticated attacks
they¼re observing, what the
monitoring reveals about the
threat level, and how the U.S. can
create better security for its
infrastructure. He says the
country needs to create a culture
where security is a requirement to
do business. "If we create the
culture and the environment
where security weaknesses will
not be tolerated, and it's
top-down driven, and it's
supported, it will be supported
from the bottom up." This
interview was conducted on March
19, 2003.

The Slammer attack. Why was that attack
significant?

There really weren't a whole lot of aspects to Slammer
which were unique or overly impressive. It was not very
creative as an attack. There were a number of
characteristics to it which helped it propagate itself
much more rapidly than we had seen in previous worms
or previous blended threats, to the extent that there
was almost a mistake in how rapidly it was propagating
itself. It actually caused systems to get overloaded and
to get run down. Then it was much easier to detect,
and to find than other perhaps more stealthy worms
would have been.

But why was that
scary to a lot of
people -- the fact that
it moved as quickly as
it did, propagated as
quickly as it did?

Because the time from
the release of a worm to the time you can expect to be
hit by that worm has decreased dramatically, so
whereas before you might expect months before you
might be hit by a virus or weeks, or even days, certainly
hours in the case of automated worms, in Slammer's
case, it was something that happened very rapidly, and
literally within a matter of minutes. Most people had
already been poked or prodded by this thing.

What were your impressions of the event?

We've seen a number of stories of things like ATMs
going down, in accessibility for systems. But the
repercussions in terms of damage was really minimal.
The worm itself didn't have any payload, so it didn't
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destroy data once it compromised a system.

What did you see here that night when it took place? Take me
back to that and describe what was seen.

Sure. In the Managed Security Services Practice in the Security
Operation Center here at Symantec, we monitor thousands of points in
many different countries around the world, some 40-odd countries. We
detected a very rapid rise in the probing. The UDP probes for this
particular port, so we knew right away something out in the wild had
broken loose and was attempting to attack and infect our customers.
We saw a large number of unique attackers. Therefore, we thought it
was an automated technique, as opposed to a particular hacker
launching multiple attacks.

So what does that mean? Eventually it was an assumption that
it comes from one hacker who just propagated it to many,
many computer systems. Is that what we assumed?

Ultimately, the code was written by one person. But once it had been
released, it spread itself using automated techniques to other
computers, and then used those computers as launching platforms
going after yet another set of computers. So, yes, it was initiated by a
single person. But ultimately it was computer systems propagating this.
It was not human interaction.

Do we know where it came from at this point? Has the
post-mortem been done?

I'm unaware that we've traced and tracked it down, or that anybody
has been identified as the source.

In a situation like this, with an attack like that, is it normal to
be able to figure out eventually where it came from? Or how
difficult would that be?

It's a fairly complex process. It takes a lot of time. We have seen the
FBI and other organizations successful in cases like Love Letter and
Melissa and things of that nature, tracking it down to a specific
individual. Then, if they have the jurisdiction, they hold them
accountable.

How much damage did it do? Bottom line on what we know at
this point -- what was the damage?

There was some significant damage, again, mostly in terms of system

frontline: cyber war!: interviews: amit yoran | PBS

2 of 15 2/17/2009 3:40 PM



downtime when you're talking about a transaction processing system,
or ATM, or online e-commerce system. Downtime costs money. I'm
unaware of what the tangible impact is in terms of financial loss.

Some people say it was a warning. What do they mean by that?

Many people look at Slammer, and some of the things that we saw
before and after Slammer as really indicators of things which we can
expect in the future. Certainly, some of the malicious aspects which
could have been part of Slammer were not there -- things like a very
destructive payload. So once Slammer had broken into your system, it
could have destroyed the data, but it didn't. It could have modified
certain records in your databases, but it didn't. It just simply used that
system to attack other systems.

So going forward, we can reasonably expect that people will release
code which has the same type of effective propagation and is
potentially much more damaging.

Tell me about your control room downstairs. It's a very high
tech, very impressive room. What do you guys do there? What's
your role, and what's being done in that room?

Symantec's Security Operations Centers -- around the world, we
monitor hundreds of companies, and thousands of monitoring points in
different countries, in different industries, different types of security
products and technologies. We collect all of this information, and we
data mine through it, trying to help our clients identify and pinpoint the
attacks that are occurring against them, and how best to respond to
those attacks. What that provides us is a global view of what's
happening across the security landscape, that, I don't think, any other
organization can match in terms of breadth of view or depth.

The role you play for government officials, government clients
as well as the private sector -- what's your slice?

At Symantec, we provide security products which many of government
agencies are using. But in the managed securities services side, we do
perform security monitoring for a number of government agencies.
Then we also provide data. We provide information. So the government
may ask us, "Are you seeing a rise in this particular type of attack?"
Again, because we've got such a broad monitoring base -- and while
protecting the confidentiality of our clients -- we're able to tell them,
"The following types of attacks are on the rise." Or, "Attacks originating
from a particular source are on the rise."

Is there a sort of overall view of the Internet? You have a good
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view of it. But when the government is looking for an overview
of it, or when there's an attack and one really wants to get a
good perspective on what might be going on, is here an
existence, at this point, of an overall sort of portal into the
Internet to see the true health of the system?

There's not, unfortunately. Now, there's a number of areas like
Symantec, like the form of incident response support teams, like
Carnegie Mellon's Computer Emergency Response Team Coordination
Center. There's a couple of key points and key organizations, which
seem to act as focal points during time of crisis. But there's really not a
single portal, or a single view of the entire infrastructure to determine
how secure or insecure its security posture is.

Is that something that might be necessary in the future?

It would be interesting. It's an interesting concept. It will be an
immense undertaking because of the complexity of the network,
because it crosses both public and private sector infrastructures. It
crosses transnational boundaries and so many different jurisdictions. So
while the concept is interesting from a technical perspective, it would
be an incredible effort to undertake.

How sophisticated is the intrusion detection system that you
guys have?

Historically, intrusion detection systems have been signature-based. So
when we see an attack, we take a snapshot of the attack, what the
crime looks like, and we develop a signature for intrusion detection
systems that say, "In the future, if you see this type of activity, send
out an alert, because it may be an attack."

Symantec has been doing a lot of research, and actually provides the
world's leading anomaly-based intrusion detection system. Rather than
defining what attacks look like, we define how protocols work. Anything
that violates that protocol -- any anomaly, if you will -- could be
considered malicious. It's a very interesting change, a paradigm shift.
What happens is, attacks which we don't know about, we can actually
detect.

You put out a report every year, Data Net Security Report. How
useful is this report when it comes to analyzing the threat out
there?

Symantec's Internet Security Threat Report is one useful tool. Certainly
the FBI and CSI put out an important survey every year among chief
security officers. "What are you detecting? What do you think is
happening on your network?" There's a number of other data points.
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But in terms of looking at empirical data and performing analysis on
empirical data to find out what's actually happening, I believe we have
the broadest coverage, the most consistent analysis and interpretation
and detection capabilities, so that we can provide an unbiased view
across the landscape. I believe it's the best data source for this type of
analysis. But above and beyond the data sources, there are surveys
and other pieces of information which should be taken into account.

How has the threat involved, increased over the years? Give me
sort of the guts of the report.

Over the years, it is interesting. Over the years, we have seen some
pretty dramatic rises in the level of attacks and the severity of different
types of attacks. But over, really, the past six-month period, we've
seen it start to level off. In fact, just this past six months we saw a
decrease of about 6 percent. So it's not all bad news. There is some
light at the end of the tunnel.

At the same time, we saw other factors which weren't as positive. We
saw a dramatic rise in the number of new severities, the new
vulnerabilities being discovered. So it's really a combination. It's not
easy to say at this point whether things are getting better, or things
are getting worse. I think things are just changing.

Where are we, when it comes to the level of sophisticated
attacks?

The number of sophisticated attacks remains high. A vast majority of
what we see is stupid in nature -- it's just automated scans looking for
vulnerable systems. About 15 percent of the malicious activity is much
more targeted at particular systems. That sophisticated targeting and
attack technique has remained fairly high.

On average, you have multiple clients that you watch. In a
week, how often are their systems sort of probed or attacked?

Almost each of our clients is probed or attacked, or looked at, almost
on a daily basis. So in any given week it may be 30-some-odd probes
into our customers looking for vulnerabilities. If you are relying on the
Internet for your business transactions, or if you're relying on it to
interact with your clients or suppliers, or for the delivery of services,
you need to protect your systems. You need to take the threat very,
very seriously.

What does that mean that they're being attacked, that they're
being probed that often?
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There's a large number of automated techniques to look for vulnerable
systems. People run these sweeps, and then come back a few days
later to look at what the results were. Who is not protecting their
system adequately? Usually those systems are the first ones to be
attacked, and to be compromised.

Then as far as significant attacks, sophisticated attacks -- how
often are you seeing your clients hit by that level of attack?

The incidence of sophisticated or severe attacks is far lower. If you
include all of the worms, or if you include all of the automated sweeps,
the actual percentage of sophisticated attacks is extremely low;
somewhere really hovering around the 1 percent range.

Let's go [on a] real basis. How does a worm affect a system?

Many people are familiar with viruses. You run a virus, it infects your
computer, and then it goes off and tries to infect another program.
Unlike viruses, worms actually propagate themselves through computer
systems or networks. So once they're released, they compromise a
system, they infect it, and then they move on to the next target, or
they may move on to five targets simultaneously. So they're much
more efficient methods of propagating malicious code.

What's a blended threat?

A blended threat is an attack technique which has characteristics or
multiple ways of entering a network or a system. It may have
worm-like characteristics, it may have virus-like characteristics. It may
have other network-based attack characteristics. So it is looking for the
easiest point of entry to your system to deploy its payload.

So it's a more sophisticated--

It's a more sophisticated attack, and it's one that's more difficult to
defend against.

Everybody talks about the sophisticated attacks that are taking
place, the sophisticated attacks that seem to focus on electrical
power companies, water utilities. What's going on?

Certainly those are the attacks that people are focused on, because
they're the ones that concern all of us. The defense of those critical
infrastructures needs to be prioritized. Their electronic defense is one
component of their defense. We actually see that certain
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infrastructures, like the utilities, like the financial services sector, do
receive more attacks than, say, the healthcare industry, or the
non-profits of the world. I don't know if it's a statistical anomaly, or if
it's one where there are actually more attacks targeting those
organizations.

Do we know who's probing the systems, or do we know the
reason why they're probing the system?

It's extremely difficult to provide insight into the causality of these
attacks. We look at one hop back -- where did the attack come from?
But even that might be a hopping point along a series of computer
systems used to get to the target. Certainly who's launching the attacks
and why are more difficult questions to answer.

People have talked about this in terms of we're being targeted,
that this country is being targeted for some reason; we don't
quite know why. Why is it that we're not tracing it back to try
to figure out who these opponents or criminals or terrorists or
other countries are? Why can't we figure out indeed who is
involved with it?

The technology and the expertise required to trace these things back
exists, but it's an extremely intensive process. There's a limited number
of these resources. So while certain key incidents and events are
traced back, a vast majority of them are detected, shut off, and said,
"OK, we've broken off access for this attack. We need to get on with
business." It wouldn't make sense to invest these critical resources to
tracking back every attack.

Some of the people have talked about these probing as being a
precursor to serious attacks, look at it as the first step towards
a real attack coming. How do you view what we're seeing?

Reconnaissance activity, which is how I would characterize a vast
majority of the attacks that we see, is the first step before launching a
more sophisticated attack. Now, what number of these reconnaissance
activities are going to be followed up by actual attacks? We don't have
a whole lot of hard data about that. In our experience, if vulnerabilities
are not discovered on the initial pass, these attackers tend to move on
to the next series of targets. So providing insight into how likely this
reconnaissance activity is going to be followed up by some very
significant attack is very difficult to determine with any degree of
accuracy.

The bottom line, is we don't know?
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We just don't know.

But it's worrisome.

It's cause for reflection. Is it worrisome? I think we could do a better
job of protecting a lot of our systems, and spend our efforts and our
worry on better protecting our systems from any potential malicious
activity.

Symantec reports that you detected no verifiable cases of cyber
terrorism during the past six months. How do we know that?

We certainly can't say with any certainty that cyber terrorism doesn't
exist, and we can't say that it didn't occur. Those very well may be the
case. But what we can say with certainty is that none of the attacks
which we saw, and none of the systems which we monitor, appear to
have been cyber terrorist related. There just didn't appear to be the
right combination of compromise and source to indicate a cyber
terrorist activity. So does it exist? It may. We simply weren't able to
determine conclusively that we saw it.

So this is separating out the probes or whoever is doing that --
this is specifically an attack that would have been considered a
terrorist attack?

Exactly. This separates out the probes. This also looks at the potential
sources for attacks, potential targets for attacks, types of attacks being
used. Again, in our data set, we didn't find any verifiable cases of cyber
terrorism.

Has the overall view out there changed when it comes to the
idea of the cyber world being used as an attack method?

It's almost like the adoption of air power. There are some very
forward-thinking people that understand the capabilities and what
might be able to occur down the road, but they're very few and far
between. Different countries and different infrastructures have
increasing or decreasing levels of vulnerability, depending on what their
infrastructure looks like.

So there's little doubt in my mind that, years from now, this will be a
primary method of attack, a primary theater of operations, if you will.
But I don't think we're there yet.

The 1 percent or whatever that people really worry about is the
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real sophisticated folk. Is that sophisticated group out there
something that also would come out of your radar screen,
where you wouldn't see it?

No security solution is absolute. So is it possible that someone could fly
below our radar screens? In theory, it's possible. I have a high degree
of confidence that we have a very strong security monitoring solution.
So while it's theoretically possible, I feel great confidence that it's
impractical.

Going back to the Slammer event. One of the things that was
happening the night we were here, when Slammer was
released, is so many people said that there had, in fact, been a
significant increase in activity, but it wasn't related to Slammer.
It was actually that since Slammer was sort of getting all the
focus, people were trying to slip it under the radar screen.

When you see a worm, or see a tremendous volume of attack, you of
course have to divert your time and attention to that attack, to those
vulnerabilities to protect yourself. And if you aren't paying attention, it's
quite possible that all that noise being made is actually just a diversion.
So while we certainly focus our resources around these key
vulnerability points, and around areas where there's a lot of activity, we
also tune up our sensitivity to what else might be going on.

So what happened on the night that Slammer hit, in regards to
this?

There's a little bit of lawlessness. The police were on the other side of
town responding to a situation, and there's an opportunity to create
mischief elsewhere. So I think people were just trying to take
advantage of that window of opportunity.

How much real damage could be done to infrastructures
through these systems? How worried are clients out there that
not only somebody is going to paint a mustache on the
president's face on their Internet site, but that real damage,
physical damage, could be the goal of some of the people
coming through the--

It's difficult to provide a whole lot of conjecture about what people's
motives are, how difficult it could be. But certainly any system which is
electronic in nature, which is connected to the Internet or connected to
systems connected to the Internet, or phone networks, for that matter,
might be susceptible to attack.

Now, it might be compromised. They could do all sorts of things once
they have access to the system. But people take it seriously; certainly
in the financial services community. There's focus on it in the power
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and utility industry, and other critical infrastructures. There's a lot of
discussion, and in some cases, a lot of resources being spent to protect
our infrastructures.

Where are we, though? How far has the pendulum swung? Do
people get it out there? Do people in the private sector who
really control 90 percent of the critical infrastructure of this
country -- you are dealing with companies all the time -- does it
seem to you in recent times, post-9/11, people are getting it
and understand their position?

I think the concept of security and the concepts of critical
infrastructures have raised their visibility to the point where our chief
executives and boards now want to understand what their risk is, what
their exposure is. They want to appropriately protect their assets;
they're part of the infrastructure. So there's greater awareness, and I
think people are being more proactive in protecting themselves.

They're not, though?

It's a risk mitigation business decision. You know, what are the assets?
What does the threat environment look like? How many resources
should we dedicate to the protection of those assets?

Why are the vulnerabilities 81 percent higher than the year
before? What does that mean, the fact that we found that many
more vulnerabilities?

We found a lot more vulnerabilities in software, because software's
increasingly complex. A lot of code is being developed that doesn't have
a security assurance process as part of its development. There's an
increased focus on finding vulnerabilities by security companies, by
clients, and by hackers, and there's an increased reporting of
vulnerabilities once they're discovered. So the word is getting out there.

Explain to me some terms. A lot of people talk about the
immense amount of vulnerabilities, and the millions and
millions of lines of code within systems. What is a vulnerability,
and why is it something we need to talk about?

Vulnerabilities are either flaws in computer software, like a bug, or
flaws in the design. It was written properly, but it was designed poorly,
so that someone can use the software or the computer in a way that it
was not intended for use. They may be able to take control of the
computer. They may be able to get access to resources they were not
supposed to have access to. All sorts of unintended consequences can
occur.
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Why does this happen? There's such a thing, I guess, as code
review?

The code review process and the entire software development process
does not have an appropriate level of emphasis on security. The
consumers and clients of most software companies are so demanding
of new features and capabilities that those features take priority over
better software development practices and techniques. Our demand for
new features essentially fuels the fire of increased vulnerabilities in
software.

How does this put us at risk?

If you're operating software that has vulnerabilities in it, there's a
likelihood that someone else can take advantage of those vulnerabilities
to gain access to the system to do any sort of activity they want.

The trick is, I guess, to hit as many systems as you can when
these hackers are out there trying to do this. How do software
vulnerabilities play into this?

Certainly, hackers or people on the attack want to touch a large
number of systems, if all they're doing is looking for a vulnerability. On
the other hand, if they're more targeted against a particular client, or
against a particular company, then they'll want to use whichever
vulnerabilities exist on that particular system to go after the company,
even if it isn't a particularly easy one to discover.

The greater number of vulnerabilities which people know about, which
hackers know about, the greater the likelihood they'll find a flaw, or a
vulnerability on your particular computer, or computer network. So it's
almost like finding new doors or new windows on a house long after
you thought you had already protected it.

New doors or windows that the owner doesn't know about?

That the owner doesn't know about, and that the owner hasn't
protected against.

How do you safeguard malicious code from being inserted in
software?

There's a number of techniques to make sure malicious code doesn't
get inserted into your software. There's code-tampering tools. There's
code protection tools. Our belief in Symantec is that you really have to
have a layered approach. You can't rely on any one particular solution
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to protect you. It has to be a combination of network-based tools of
specific computer system-based tools, and also application-level tools,
which work hand-in-hand to provide a multi-layered approach to
security.

It sounds like a very complicated way to protect a system. Why
is it so complex?

The defensive computer systems is complex, because we are
constantly discovering new vulnerabilities and software that we thought
was secure. So it's a constant game of cat and mouse, where hackers
are finding new vulnerabilities, and then security professionals are
trying to make sure that either patches are available, or that the
systems are protected using some other technique. That's why these
layered types of approaches seem to offer enough protection: If there
is a flaw discovered, there's enough other layers to protect you.

Could the software developers do a better job? Or is this just
part of how this has to take place because of the complexity?

Clearly, software developers need to emphasize, or need to place
greater emphasis on the security of the code they develop. But the
market has to force them in that direction. Instead of constantly pulling
them down the new features road -- as we've been accustomed to, as
consumers, as we continue to demand new features, new capabilities --
by voting with our dollars, we don't emphasize security.

The last aspect of that is you've heard a lot of open source
applications were trojanized with back doors last year for future
attacks. Why did this happen?

There's a number of instances where sites which offer software for
download were compromised. Hackers were able to remove the
software which the developers provided, and were able to put
trojanized software with back doors. They did other sorts of malicious
things, and users would download that instead of the actual source
code, the intended source code.

We're talking to a lot of people about SCADA systems. You
protect a lot of companies, but there's an aspect of some
companies, an infrastructure, which is their SCADA systems. Are
you involved in the overseeing and the protection of systems
like that?

We are involved in both the assessment of the security of SCADA
systems, as well as trying to help improve their security, and monitor
their security.
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Tell me the special vulnerabilities that come into play when one
is dealing with SCADA systems, or control systems.

SCADA systems have migrated over time. There was a point where
most of these networks were considered to be stand-alone, where the
protocols and the applications that they used were considered to be
proprietary. What's happened over the last 20 years is a migration of
stand-alone proprietary systems to interconnected systems which now
cannot rely on their stand-alone nature to protect them. Even if they're
running proprietary applications, they have vulnerabilities in them. If
they're not running proprietary applications, in many cases, they have
well-known and well-publicized vulnerabilities in them.

So it is an area where, again, we have to invest the appropriate level
of resources to protect these assets.

Why is it a special problem? I mean, why more so than other
operations, offices and such?

SCADA systems are a cause for a concern, because of the sensitivity of
their operation. They control power, creation, distribution, any number
of different infrastructures. So, again, an appropriate level of protection
needs to be provided to these networks.

Is there enough protection being provided at this point? Or can
it, technically, because of the systems themselves, really be
protected to the level that one believes it should be?

I believe good risk mitigation decisions can be made for SCADA
systems. I think an appropriate level of protection can be applied.

People out there are saying, "These systems are so vulnerable
that they could be taken down. I think someone could take
down a grid in America." From your point of view here, does
something like that seem in the realm of belief?

I don't know that a catastrophic system-wide type of event can occur.
Certainly, there are areas of vulnerability in the infrastructure. So can
the entire system be brought down or destroyed? I wouldn't have
insight into that. But I believe there are key vulnerability points, but it
may be more limited than some people would imply.

Lastly, where do we go from here, in terms of security? Where
do you see the next few years going in this direction?

I think we have to simplify security. We know that software is going to
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have flaws. It's not a problem that we're going to be able to solve in
the next year, or probably even in the next 10 years. So how do we
live, and how do we design solutions which work successfully in an
environment that has a large number of potentially unknown
vulnerabilities?

It's through a number of things, like anomaly-based intrusion detection
systems, we can find attacks that we don't even know exist, things like
integrated security. Simplifying how easy it is to manage and monitor
your security infrastructure today requires far too much expertise. It
needs to be simplified, and it needs to be something that organizations
can do more effectively.

To make more secure infrastructures, if there's one thing that
you would stand up and shout about, what would it be?

I think that the emphasis for better security really comes from creating
a culture. It's not a technical solution. I believe creating a culture where
security is a requirement to do business would probably do more for us
than any one piece of technology innovation. If we create the culture
and the environment where security weaknesses will not be tolerated,
and it's top-down driven, and it's supported, it will be supported from
the bottom up. And we will be more successful.

Why is that called for in this post-9/11 world?

I think we've seen -- not through cyber attack -- but we've seen how
devastating an attack can be on our infrastructure. We've seen what
the ramifications of these types of attacks are, and we're being
proactive in applying some of the lessons learned to the cyber realm.

Are we living in a dangerous world?

The Internet is an extremely hostile environment.

What does that mean? What should we do about it?

That means we should apply the appropriate level of protections for
our computer systems -- the same way we do on our streets, and
around our buildings, or we do at home.
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COMMENTARY--Hackers have broken into financial institutions' computer
systems, and put popular Web sites temporarily out of business with distributed
denial-of-service attacks. But this is not the sort of thing that keeps most security

experts up late at night.

What keeps them awake is worrying about the underlying systems that control the local power
grids, the local drinking water treatment facilities, and the gas that's used to heat our homes.
These resources are vulnerable, and a malicious user anywhere in the world could someday
bring your day to a screaming halt--whether or not you use a computer.

Currently, power grids, dams, and other industrial facilities are monitored by Supervisory
Control and Data Acquisition (SCADA) systems; approximately three million of these exist
throughout the world. Based on telemetry and simple data acquisition, they give scant regard
to security, often lacking the memory and bandwidth for sophisticated password or
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authentication systems. SCADA typically runs on DOS, VMS, and Unix platforms, although
vendors are now shipping Windows NT and Linux versions, as well.

ARE SCADA SYSTEMS vulnerable? "Without question," said Stuart McClure, president
and CTO of security company Foundstone. He said many utility companies that control water
and energy supplies use standard operating systems, such as Windows and Solaris, to run
their Web sites. A malicious user could exploit known vulnerabilities in those OSes to hack into
the utility's server, and then gain access to an unprotected SCADA system within its network.

And why do security pros suspect SCADA systems are being targeted? The government has
captured laptops and desktops from Al Qaeda members that contain structural schematics for
dams and nuclear power plants obtained from the Internet, as well as sophisticated modeling
software such as AutoCAD 2000. The idea, it seems, is not to physically destroy these
facilities--that would require someone going there--but to mess up their daily operations.

For example, by jamming a wireless SCADA system, a hacker could cause a nuclear power
plant to go offline at the wrong time, or a dam to suddenly release millions of gallons of water,
or a deformity to be introduced into an industrial process that might weaken the final
product--and go unnoticed for years. The effects could be minor or catastrophic. Bottom line:
It could undermine faith in some of the nation's core infrastructures.

THERE IS PRECEDENT for this sort of attack. In May of 2001, someone tried to hack
into the CAL-Independent System Operator (ISO) site, the nonprofit corporation that controls
the distribution of 75 percent of the state's power. While the attacker's motives remain
unclear, the attacks came when California was in the midst of an energy crisis, when cities
across the state were experiencing rolling blackouts every day. If someone had tricked the
CAL-ISO folks into thinking less energy was available than really existed, it may have led to
unnecessary blackouts for hospitals, care facilities, and fire and police stations (which are all
officially exempt from the planned rolling blackouts).

Security experts have known about vulnerabilities within SCADA systems for some time. Last
October, the Association of Metropolitan Water Agencies testified before the House
Subcommittee on Water Resources and Environment regarding such flaws. Even earlier,
disclosures from within the gas and electrical industries show some awareness of the potential
problems ahead.

But these industries aren't doing much to plug the security holes. "They've fallen into the
regulation trap," said McClure. "Unless the government regulates it, they're not yet taking
[security] seriously." Fortunately, McClure thinks the government is  taking potential hack
attacks seriously. He points out that Richard Clarke, adviser to the president on cybersecurity
matters, and Howard Schmidt, vice chairman of the President's Critical Infrastructure
Protection Board, both worked in the security industry before joining the government.

HOW LIKELY WOULD IT BE for someone to disrupt our electrical grid or water
treatment facilities using SCADA? McClure said it's realistic, though it would be difficult to pull
off. "On a 1-10 scale, it would be a 4 or 5 in simplicity," he said.

Ultimately, McClure and other security experts would like to see the government, as well as
the gas and electrical industries, ferret out the underlying SCADA problems--not just patch
them. McClure thinks the SCADA problem is as serious as Y2K.

Some industries, such as finance and health, are already governed by legislation that forces
them to address inherent security vulnerabilities. Maybe it's time to legislate water, energy,
and other critical infrastructures--before we find ourselves in the dark.

Do you agree that gas, water, and power are the most vulnerable--and likely--targets for
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Get control system security inside the standards

By Ellen Fussell

How concerned is your plant with cybersecurity for your operational control system? If you're not worried, you
should be, said Joe Weiss, control system and cybersecurity expert at KEMA Consulting in Cupertino, Calif.

In a testimony he presented to the U.S. House of Representatives this past July, Weiss explained the need for
government funding in developing cybersecurity for control systems. Among the needs listed were standards to
address security in an information sharing environment. "Most of our standards are industry specific. Security is
not industry specific," Weiss said.

The big push is to develop requirements for securing control systems, as well as to develop new technology. In
the meantime, Weiss is plugging away with the National Institute of Standards and Technology and Idaho National
Engineering Labs to help establish test beds for cybersecurity.

Here's the problem, Weiss said in his testimony: Regulatory agencies and governments are taking "dramatic steps
. . . to ensure security against physical attacks and . . . securing the Internet and networking systems for traditional
IT business systems."

Yet operational control systems — distributed control systems, programmable logic controllers, and supervisory
control and data acquisition systems (SCADA) — aren't getting the same attention. And these systems constitute
the "backbone of the global industrial infrastructure."

WHERE'S THE THREAT?
"Whether security breaches come from organized terrorist attacks, hackers, or even unintentional break-ins," the
consequences can be devastating, causing malfunctions and shutdowns, Weiss said. "Cyberattacks on control
systems can be targeted at specific systems or subsystems and can target multiple locations simultaneously from
a remote location," he said. "Electronic attacks can even impact restoration efforts by manipulating procedures or
dynamically changing equipment conditions."

To detect any kind of intrusion in these control systems, Weiss said, "there needs to be a vehicle such as a
firewall or intrusion detection system. In general, industrial facilities don't have firewalls or intrusion detection, so
it's not possible to know if there has been an intrusion. Additionally, control systems do not have a capability to log
electronic intrusion attempts."

One example of such an intrusion is in Australia, where a disgruntled employee hacked into a wastewater SCADA
system, Weiss said. Officials nabbed the employee after his forty-sixth time dumping sewage. He used wireless
technology to hack into the wastewater SCADA system. In effect, "he spoofed the system, enabling the intruder to
get access to control a valve," Weiss said. "The bottom line is, the controls industry knows control systems, and
the security industry knows security. A control system cannot simply have existing security technology backfit
without potential significant performance degradation."

Weiss said the government has allocated approximately $800 million for cybersecurity technology education and
research and development. However, this funding is devoted to traditional information technology applications.
"The industrial community needs to have some of that funding devoted to developing control system applications,"
he said.

And if that doesn't happen? The worst-case scenario is that our systems are vulnerable. "You can close a valve
and shut a plant down or cause an explosion," Weiss said. "Open a breaker and shut down electricity. You close a
valve and cause great distress in a refinery-with releases-like what happened in Australia."

WHERE DO WE GO FROM HERE?
"We need to address standards. We have to catch up and be there so that end users have something to specify,
and vendors have a means of designing to," Weiss said. Right now there's discussion on developing security
standards and incorporating security into existing standards. An end user needs to be able to point to a document
and ask a vendor to develop those control systems to meet those specific requirements, Weiss said. Whatever
standard he uses, he needs to include security issues as well. "Rather than having discussion at the industry
level, they should be at the technology level," he added.

Weiss is now heading up a task force within the Institute of Electrical and Electronics Engineers to address
standards issues, and a group is also forming under the guidance of Keith Unger of Entegreat Inc. in Birmingham,
Ala., as part of an ISA Standards and Practices Board request.

The federal energy regulatory commission issued a notice of public rule requiring a minimum level of cybersecurity
to participate in the grid, where companies generate and close electricity, Weiss said. "That's the first real push to
mandate and force something to happen because you'll have the force of federal law. And I imagine that oil and
gas will follow and probably chemicals " he said "Others will have to make a business decision because they're
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SCADA, PLCs vulnerable to cyberattacks

When using open systems, think security.

By William Pollock

Twenty years ago, a programmable logic controller (PLC) controlling a factory process might have
been connected to a couple other PLCs on the plant floor, but that's where it ended. Even
introducing distributed control systems (DCSs) didn't change that much. Their proprietary
communication systems kept things pretty much isolated within their network.

That changed as PC-based supervisory control and data acquisition (SCADA) systems began to
mature and became increasingly popular. Systems became more open. As standard operating
systems usage grew, it became routine to connect the factory floor to the office network-an
advance touted with much fanfare.

Now engineers or managers could see factory data not only from consoles on the plant floor but
also from their desks or from networked desktops at plants around the world. Remote connectivity
solutions rolled out, including Internet-based applications. As technology progressed, engineers
could monitor alarms from home as well and ultimately from their personal digital assistant or
wireless device, wherever they went.

Connectivity brought power and convenience but with a price. Viruses proliferated, system hacking
became increasingly common, and 9/11 highlighted vulnerabilities. Hackers broke into corporate
and government networks, so why not hack into the factory floor, plant security personnel asked
themselves.

Traditional network security hasn't provided full protection for office networks, and control
networks require their own specialized approach.

A recent alert issued by the Canadian Office of Critical Infrastructure Protection stated that the
terrorist group al Qaeda has cyber capabilities and intends to attack the infrastructure of various
countries. The report quotes Osama bin Laden as saying hundreds of Muslim scientists were with
him and would use their knowledge in the effort.

A breach of a SCADA system at a utility in California was described in ZDNet News on 13 June
2001. The story underscored the danger of interconnecting plant controls to networks.

In that cyberattack, the intruder was a domestic hacker, not an international terrorist. He broke
through the security of a Web server and took over two servers controlling 75% of the power in
California's power grid. If an amateur could accomplish that level of success, how much greater is
the risk of an attack undertaken by determined terrorists?

Open systems that allow operators to gain access from their homes also allow hackers or
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terrorists halfway around the world to access the same plants.

Recent efforts to protect SCADA systems have focused on water systems and power utility
security. A Public Health Security and Bioterrorism Preparedness and Response Act signed into law
by President Bush in June 2002 mandates all water facilities serving more than 3,300 clients have
a comprehensive cybersecurity audit and plan.

So how do we in the controls and automation community respond? There are four steps to the
process: audit and assess, develop an action plan, implement risk reduction, and maintain the
plan.

It isn't enough to secure a system using technology. Well-defined security policies and procedures
are required, consistent with the amount of acceptable risk. It's necessary to train operators and
maintain the system with continual audits because those trying to penetrate are continually
perfecting new techniques.

It's not realistic to have government or industry standards for cybersecurity systems because the
definition and publication of procedures would provide information to the very attackers we are
trying to keep out.

The process has come full circle. Open systems in the industrial world have provided great value
but at the same time have increased plant vulnerability. Connectivity that provides ease of access
for qualified users also provides an entryway for those we want to keep out.

Now we have to spend time and money limiting access to systems we worked so hard to open up.
In the best future scenario, we will provide levels of encryption that allow access for those we
approve and prevent access for those we want to keep out. IC

William Pollock, P.E., is CEO at Optimation Technology, Inc. in Rush, N.Y. Reach him at
Bill.Pollock@Optimationtech.com.
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Below the computer networks that keep businesses connected to the Internet lies another,
largely hidden level of technology that controls critical elements of the nation's
infrastructure. These devices, known as supervisory control and data acquisition (SCADA)
systems, are often poorly protected and are dangerously vulnerable to compromise by
malicious attackers or even terrorists, according to engineering and IT experts. But in the
reaction to 9-11 and amid fears that al Qaeda has begun to probe dam operations and
other critical infrastructure systems, security issues are now being given more attention.

When SCADA systems were still proprietary, attackers needed to be insiders or industry
professionals to hack their way through the complex system. Now, says Ron Fisher, deputy
director of the Infrastructure Assurance Center at Argonne National Laboratory technology
has made the job easier. "It's more complex than just hacking a Web site," he says, "but
the trend is clearly more of a GUI [graphical user interface, a user-friendly interface, so
once you get into the system, someone who's not very knowledgeable about the software
but knows what they want to do" can more easily wreak havoc. Dave Teumim, a cyber-
security consultant for the energy industry, says a two-person team consisting of a good
hacker and a good electrical engineer who understands SCADA could accomplish the task
from anywhere in the world.

SCADA systems are used primarily in the energy industry, where they monitor and control
the movement of oil and natural gas through pipelines, as well as electrical power; they
are also found in water systems performing similar functions. They used to be isolated
from a company's main business networks and were independent, and often proprietary or
homegrown, systems that created safe "islands of isolation," according to Teumim, who
also serves as chair for the Control Systems Subcommittee of the Instrumentation,
Systems, and Automation Society.

Two changes have taken place that have raised the threat level, says Teumim: "First,
vendors began to use commercial hardware and software in their [SCADA] systems."
These are the same operating systems, such as Windows or Unix, used in their business
systems. Then, he says, "utilities began connecting SCADA systems to their company
business networks, to their company intranets, and finally to the Internet. And now, some
are using wireless," which carries its own set of risks, Teumim says.

The risk of attack is made greater because information about SCADA that could help savvy
hackers break in is available online. "I've seen network diagrams from utilities such as gas
plants," says Teumim. "If you were a former insider, if you knew the industry...you could
certainly find enough information to launch a cyberattack," he says. Teumim says that he
has seen online such information as utility maps, lists of instruments and their location,
and manuals. "They even had the names of the people--for example, the e-mail address
for the head of compression for substation X," he says. That information could allow an
attacker to send an e-mail with a Trojan horse that would allow remote control of the
network.
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The scenario that worries experts the most is a combined physical attack and cyberattack
Teumim gives an example of a physical attack on a pipeline, where the SCADA system is
disabled at the same time. "So the pipeline upstream doesn't know the downstream just
blew out because [attackers] jury-rigged the safety circuits to keep the valves open,
where normally they would close. You've just multiplied what would've happened if you
had just one independent fault and your instrumentation worked," he says.

To address the problem, the National Institute for Standards and Technology (NIST) has
begun to develop a common set of requirements for SCADA security functions and
capabilities, says Albert Wavering, acting chief of the Intelligence Systems Division at
NIST. The standards will help users and vendors work from the same page. Also an
encouraging sign, notes Fisher, is user awareness. "What's finally starting to happen, and
this is one of the best things that could happen, is that industry is coming back to vendo rs
saying we need systems that are more secure," he says. "Until the clients demand it from
the vendors, it's not going to happen."
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SCADA vs. the hackers 
 
Can freebie software and a can of Pringles bring 
down the U.S. power grid?  

by Alan S. Brown 
As far as we know, no one has ever deliberately hacked 
into the U.S. electrical grid and pulled the plug on 
millions or even thousands of people. Just as on Sept. 10, 
2001, no one had ever deliberately crashed a jet airliner 
into a skyscraper. 
 
Is the power grid vulnerable to cyberattack? What about 
natural gas pipelines, nuclear plants, and water systems? 
Or refineries and other industrial facilities that run on 
similar Internet-enabled digital control systems? Could a 
terrorist or disgruntled employee cause lethal accidents 
and millions of dollars of damage? What about a bored 
14-year-old?  
 
"Are we vulnerable?" asked Joseph Weiss, executive 
consultant for KEMA Consulting, which is based in 
Fairfax, Va. "Of course, we are. We designed ourselves 
that way." 
 
None of the industrial control systems used to monitor 
and operate the nation's utilities and factories were 
designed with security in mind. Moreover, their very 
nature makes them difficult to secure. Linking them to 
networks and the public Internet only makes them harder 
to protect.  

 
Wireless Intrusion  

 
Paul Blomgren, manager of sales engineering at cyber- 
security firm Rainbow Mykotronx in Torrance, Calif., 
measures control system vulnerabilities. Last year, his 
company assessed a large southwestern utility that serves 
about four million customers. 
 
"Our people drove to a remote substation," he recalled. 
"Without leaving their vehicle, they noticed a wireless 
network antenna. They plugged in their wireless LAN 
cards, fired up their notebook computers, and connected 
to the system within five minutes because it wasn't using 
passwords.  
 



"Within 10 minutes, they had mapped every piece of 
equipment in the facility," Blomgren said. "Within 15 
minutes, they mapped every piece of equipment in the 
operational control network. Within 20 minutes, they 
were talking to the business network and had pulled off 
several business reports. They never even left the 
vehicle." 
 
Blomgren, of course, is a professional with a 
professional's tools. But Eric Byres, research manager at 
the Internet Engineering Laboratory of the British 
Columbia Institute of Technology in Burnaby, maintains 
that any hacker could achieve similar results—with free 
software off the Internet and a can of Pringles.  
 
Wireless systems are especially vulnerable to attack, 
Byres said. He cited as an example a petrochemical plant 
that he just finished assessing. "They had an overflow 
pond that wound around the plant site and wanted to put 
sensors on it, but they were worried that if they ran fiber, 
someone might dig it up," he said. "So they put in a 
wireless system."  
 
Because the wireless system was part of the plant 
network, information technology engineers assumed the 
firewall would protect it from unauthorized access. That 
was not the case. Because they thought they were secure, 
they never even turned on the wireless transmitters' 
security features. Byres said that many information 
technology, or IT, professionals don't even know these 
options exist. 
 

Eavesdropping 
choices: original or 
spicy Cajun. A quick 
Web search can turn 
up hundreds of sites 
eager to tell how to 
turn a snack can into 
a directional antenna 
able to listen in on 
wireless systems.  

   

Anyone driving by could pick up the wireless traffic. All 
they need is a laptop PC, a $60 wireless network card, and 
a directional antenna, which can be made from a Pringles 
can. Don't know how to make the antenna? A Google 
Internet search of "Pringles antenna" returns nearly 400 
Web sites, many with do-it-yourself instructions, pictures, 
and even videos. 
 
Wireless security features are easily defeated. All wireless 



transmitters communicate using a single standard, IEEE 
802.11b, and it has serious security flaws, according to 
Byres. Widely available free software, such as AirSnort 
(11,900 hits on Google) and NetStumbler (7,270 hits), 
give hackers free tools to crack wireless codes within 15 
minutes.  
 
Once they steal the wireless encryption key, they can use 
a freebie protocol analyzer like Ethereal (21,000 Google 
hits) or Sniffit (2,490 hits) to spy on the network. "They 
will listen until a maintenance engineer signs onto a 
PLC," said Byres, referring to the programmable logic 
controllers that control the facility's sensors and actuators.
 
"Here's where human engineering comes in," Byres said. 
"No one likes to have 20 different passwords, so the 
password for this PLC is probably the password for the 
other PLCs and the Windows server as well. Now they 
have the password to your secure systems and networks." 
 
A facility may not even realize it is under attack, Byres 
warned. In Queensland, Australia, a disgruntled job 
seeker remotely discharged raw sewage into local parks 
and rivers 46 times during March and April 2001 before 
he was caught. During most of the spree, everyone 
assumed the discharges were caused by valve or control 
system failures, so no one even bothered looking for a 
hacker. 
 
Unlike business networks and the Internet, the industrial 
control system world has not developed the tools needed 
to monitor system intrusions. It has become a much 
higher priority since 9/11.  

 
Patching Wireless Leaks  

 
Byres said that potential fixes exist for wireless security 
leaks. Vendors have developed software to get around 
802.11b's security flaws, and the Institute of Electrical 
and Electronics Engineers is currently revising its 
standard.  
 
Developers, such as Vernier Networks and Bluesocket, 
are attempting to bring conventional network security 
measures to industrial control systems. "They work well 
in an IT environment, but it's been a struggle to adapt 
them to control systems," Byres said. "They assume a 
device is competent to answer a password and identify 
itself, but most PLCs can't answer passwords." 
 



The problem is that programmable logic controllers, 
digital control systems, and supervisory control and data 
acquisition, or SCADA, systems were never designed 
with security in mind.  
 
"When companies designed control systems worldwide, 
there were always two unwritten assumptions," said 
Weiss, who served as the technical lead for control 
system cybersecurity at the Electric Power Research 
Institute in Palo Alto, Calif., before joining KEMA. 
"Everyone assumed the system would be isolated, not 
connected to anything else. We also assumed that the only 
people who would use the control system were people 
who were supposed to use it. That was a good assumption 
for another day." 
 
The sun had already begun to set on that day well in 
advance of 9/11. The cause was downsizing. Utilities 
responding to deregulation and corporations seeking 
higher productivity replaced employees with automated 
control systems at substations, pipeline switches, and 
plants.  
 
Today, many utilities monitor scores of facilities and 
thousands of different operations over SCADA networks 
linked to a central control room.  

 
Making It Too Easy  

 
The Internet made it easy. Instead of installing expensive 
private telecommunications links, companies let the 
Internet carry SCADA messages. Weiss said it is almost 
impossible today to buy remote terminal units (RTUs, 
which coordinate a facility's automated field devices), or 
control systems that are not Web- or network-enabled. 
Even some field devices, such as pumps, valves, and 
breakers, have their own plug-in connections. 
 
With manpower scarce, vendors often run remote 
diagnostics or upload software updates over phone lines. 
Weiss recalled a vulnerability audit of a supposedly 
secure nuclear power plant that turned up several 
unregistered modems.  
 
Hackers find modems by dialing phone numbers 
sequentially until one responds. If they break through to a 
device on the network, they can map the system and 
eavesdrop for passwords. Even a facility with good 
network security is compromised by this backdoor. 
 



To resist this type of attack, some facilities use a dial-
back modem, which responds to a password by dialing a 
confidential phone number for confirmation. Yet hackers 
have found a way around this, too, Blomgren said. Once 
they find a modem, they keep redialing and entering 
words until they find the password.  
 
Once they have it, they redial, enter the password, and 
program their modem to issue a hangup tone without 
really hanging up. The modem dials back with no effect. 
It is on the hacker's line all the time.  
 
The obvious solution is to add security to SCADA and 
other control systems. Weiss thought the same thing when 
he first started grappling with the problem during the 
period that he worked at EPRI. 
 
"Our initial thought was that security technology exists, 
but we don't have it in our control systems right now 
because utilities haven't been willing to pay for it," he 
said. "If we could get the IT security people to talk with 
control people, how big a deal could it be? We thought it 
would be a six-month program at most."  

 
Two Operating Systems  

 
Weiss found that industrial control systems consist of two 
operating systems. The first uses Windows or Unix for 
the operator console. It provides role-based security, 
determined by an employee's position. A plant manager 
and a unit operator, for example, would have access to 
different information. Despite occasional hacks and 
viruses, this system is relatively secure. 
 
The second operating system is the actual control 
processor, which receives and sorts data, responds to 
commands, and the like. The controllers on this system 
were originally designed to operate in isolation and 
usually have rudimentary password control.  
 
Control systems differ from conventional networks in 
some important ways.  
 
A typical PC or network will run a calculation until it is 
finished. A real-time control system prioritizes its 
operations, Weiss said. Each task, from data reception to 
processing and device actuation, is time-sensitive. But it 
will also stop what it is doing if something with a higher 
priority appears.  
 

"Some utilities take 



security very seriously ... They know what procedures to kick in."  

   

Because field devices used by utility and business control 
systems are designed to do specific tasks, they use 
inexpensive, low-cost microprocessors. Some electrical 
industry devices in use contain the Intel 8088 processor, 
introduced in 1978.  
 
Only the 486, dating from 1989, and later processors can 
run encrypted authentication schemes without 
unacceptable delays, Weiss said. 
 
Jeff Dagle, a staff electrical engineer at the Department of 
Energy's Pacific Northwest National Laboratory in 
Richland, Wash., exploits the weaknesses of a SCADA 
network testbed he built to study the vulnerability of the 
electrical grid. 
"We bought off-the-shelf protocol analyzer software that 
technicians use to troubleshoot control system 
communications," Dagle said. "We intercepted control 
messages from the communications site, took control of a 
network, and injected our own false commands."  
 
In a demonstration at a recent security conference, he 
hacked into his testbed system and tripped an electrical 
breaker. The breaker then signaled the SCADA software 
that it had opened. But the SCADA controller did not 
respond because it had not instructed the breaker to open. 
It was a classic denial-of-service attack. "We were 
demonstrating a weakness at the protocol level itself," 
said Dagle. 
 
Yet, Dagle and other control system experts see 
immediate steps that can make systems more secure. 
 
"Some utilities take security very seriously," Dagle said. 
"They have better awareness, better password policies, 
secure modems, rigorous network security, and well-
trained people with the authority to make decisions. They 
have practiced response and recovery procedures in drills 
and planning exercises, so if there is an event, they know 
what procedures kick in."  

 
Rethinking IT  

 
Yet standard IT policies by themselves are not enough, 
according to Byres. They must take into account the 
unique nature of the operating environment. "There is a 



reason better passwords are not installed in most plants," 
he said. "IT policy is simply not appropriate for the world 
operations people live in.  
 
"Standard IT policy is to lock down a console after 
someone makes three bad password attempts," he added. 
"That's great on your desktop. But what if someone made 
the mistakes because he's panicking that a recovery boiler 
is going through the roof? 
 
"In IT, data integrity and asset protection are number one. 
In the industrial world, plant safety is primary. Our whole 
starting point is different and that impacts everything 
from audits to passwords. We need to take what IT has 
given us and modify it to work for us."  
 
The industry has begun to develop procedures that users 
can apply to control systems now. In addition, several 
industry standards organizations, including the Institute of 
Electrical and Electronics Engineers, Instrumentation 
Society of America, and International Electrotechnical 
Commission, have established committees to address 
control system security concerns. 
 
The other near-term initiative involves better use of 
encryption. William F. Rush, Jr., an assistant physicist at 
the Gas Technology Institute in Des Plaines, Ill., has been 
working on SCADA encryption techniques since 1985. 
The original goal was to keep energy traders from gaining 
inside information or influencing a company's operations. 
 

Electrical, gas, and 
water utilities believe 
encryption can keep 
intruders out, but 
according to one 
expert, 70 percent of 
hacking incidents 
come from people 
inside an 
organization.  

After years of slowly working its way through committee, 
Rush's project jumped to the fast track on 9/11. He 
expects to publish the new standard by February. It will 
set encryption standards for current SCADA 
communications systems.  
 
The standard's focus is deliberate. Utilities have an 
enormous installed SCADA base with a lifespan of 10 to 
15 years. "If the standard only protected new equipment, 
it would take 15 years to fully deploy it," Rush said. "We 
want to be able to put this in now." 
 



The emphasis on communications closes SCADA's most 
visible security flaw, its vulnerability to an attack from a 
remote location over the Internet. The standard calls for 
placing a dedicated encryption device between the 
SCADA remote terminal unit and the modem that links it 
to the Internet. It would not only scramble the data, but do 
it in a way that authenticates the sender as a trusted 
source. "We assume an assailant can get on the line, but 
all they would hear is encrypted information," Rush said. 
 
Rainbow Mykotronx is one of a handful of companies 
that will introduce a SCADA encryption device when the 
standard is approved. It is based on the Advanced 
Encryption System, an algorithm designed for speed as 
well as security. Blomgren estimates that the unit will add 
$50 to the cost of a field device. 
 
"Before doing this, we asked utilities what would protect 
them the most," Blomgren said. "Electrical, gas, and 
water utilities all felt the best thing we can do was encrypt 
data on both ends to keep eavesdroppers out."  

 
Going Forward  

 
Encryption may prevent a remote attack on data, but also 
may leave utilities vulnerable to attacks over corporate 
networks that are often linked to facilities. Someone on 
the inside may be able to unscramble encrypted data.  
 
Similarly, drive-by hackers will still be able to take 
advantage of security flaws in a wireless system to sneak 
into a plant network behind any encryption device.  
 
Nor will encryption foil hacking by disgruntled 
employees. Byres said the Federal Bureau of 
Investigation and his own data show that 70 percent of 
hacks come from insiders. Without a way to detect 
unauthorized access to a plant control system, most 
companies will be hard-pressed to identify a security 
incident before it results in major damage.  
 
According to Weiss, over the long term, industry must 
develop new technologies or new control systems 
designed to be both secure and efficient. "Security is a 
very resource-intensive thing to do," he said. "Industry 
wants open, interoperable systems that can prioritize 
functions. They want to be able to configure them in the 
field. How do you do all those things and still be secure?"
 
Byres goes one step further. True security will involve 



rethinking some of the basic premises of IT architecture. 
"Security in conventional IT systems revolves around 
protecting critical core servers," he said, referring to the 
computers that manage network and Internet operations. 
"If your workstation gets hacked into, that's annoying. But 
if a main server is attacked, that's a big deal. 
 
"Now think about the typical plant floor," he said. "The 
PLCs that control operations are the critical things. The 
supervisory system is less important. Trying to apply an 
IT architecture that protects the core is not the right 
solution. We need a different architecture." 
 
It will take time, but 9/11 has placed these issues on the 
front burner. For 20 years, the industry has relied on what 
Blomgren calls "security through obscurity." The industry 
assumed nobody knew how its control system worked, 
even though SCADA and other control systems use the 
same hardware, software, documentation, and training 
worldwide.  
 
The same SCADA systems that are used to manage the 
U.S. power grid also control the grids in Iraq, Saudi 
Arabia, Indonesia, and Iran. So it should come as no 
surprise that SCADA documents turned up in al Qaeda 
safe houses in Afghanistan.  
 
Stronger IT policies and encryption are good first steps. 
But the U.S. power grid—and all the nation's utility and 
industrial infrastructure—remain vulnerable to 
cyberattack from terrorists and angry employees. And 
bored 14-year-olds with a laptop, wireless card, and a can 
of Pringles.  

 
Alan Brown, a frequent contributor to Mechanical Engineering, is 
a technical writer based in Dayton, N.J.  
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US 'fears al-Qaeda hack
attack'

Hackers have the potential to cause havoc

By Kevin Anderson
BBC News Online

US authorities are said to be reassessing the
cyber threat posed by al-Qaeda in light of
recent intelligence and evidence of attempts
to access electronic systems from the Middle
East and South Asia.

Until recently, US authorities considered the
main threats of coordinated cyber mischief
from state actors such as China and Russia.

Officials believed that al-Qaeda had little
interest and little ability to carry out
electronic attacks that could seriously
threaten the US.

However, officials now reportedly believe the
global terror network might employ a bombs-
plus-bytes approach to wreak maximum
disruption.

Cyber surveillance

Local authorities, the FBI and the Lawrence
Livermore National Laboratory have been
investigating a suspicious pattern of
surveillance of computers in Silicon Valley last
autumn, according to a report in the
Washington Post.

A summary of the investigation prepared by
the US Defense Department found "multiple
casings of sites" not only in California but
across the US.
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A new attack might be more
subtle

The surveillance was
routed through
telecommunications
switches in Saudi
Arabia, Indonesia and
Pakistan and focussed
on emergency
telephone systems,
water storage and
distribution, and the
power grid and power
plants, including
nuclear power plants.

Some of the searches suggested no more than
reconnaissance for a conventional attack
against key infrastructure, but analysis also
showed the searchers were interested in
digital systems that controlled emergency
dispatch systems and industrial controls.

More information on such systems also
showed up al-Qaeda computers seized in raids
in Afghanistan.

Control systems

Questioning of captured al-Qaeda operatives
also found that the terror group was
interested in a class of digital devices involved
in distributed control systems (DCS) and
supervisory control and data acquisition
(SCADA) systems.

DCS systems have been used for the last 20
years to help operate industrial operations
including oil refineries and power plants.

SCADA systems are more recent
developments. They also help with the control
of industrial operations, and some SCADA had
recently been linked with business systems
that were connected to the Internet, said
Andrew Bond, the editor of a newsletter
covering industrial automation.

The FBI issued an alert earlier this year that
al-Qaeda operatives were researching SCADA
systems on the web with a particular interest
in water supply and wastewater management.

In March 2001, a disgruntled former
employee in Australia was convicted of using
a computer and radio gear to hack into a
computerised sewage system.
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employee remotely instructed the sewage
system to release millions of litres of waste
into public waterways.

US officials fear that terrorists could use a
similar attack to foul public water supplies or
open the floodgates on massive dams in the
west and devastate areas downstream.

Rethinking the unthinkable

The Bush Administration's cyber security
chief, Richard Clarke, has long been one of
the loudest voices warning of a so-called
digital Pearl Harbour, a surprise attack
focussing on the United State's critical digital
infrastructure.

In the past, some security experts have
dismissed such statements as scare-
mongering, saying that the control of
industrial systems and utilities such as air
traffic control, power stations, water storage
and treatment and emergency services are
isolated from the public internet.

But as was shown in the case in Australia,
there were ways to access such systems
externally, Andrew Bond said.

And DCS systems operated on proprietary
hardware and software that would make it
difficult to hack, he added.

However, newer SCADA systems run on
off-the-shelf hardware using Microsoft
Windows.

While many systems are not connected to the
internet per se, they are often connected to
business systems, which might have
connections to the internet.

But in the case of much industrial automation,
separate safety systems would engage if the
plant were to run outside of preset safety
parameters, he said.

The greater threat comes from catastrophic
events far beyond conditions envisioned by
engineers, he said, possibly the result of a
combination of physical attack and
simultaneous intrusions.

And after the events of 11 September,
planners and security experts are beginning
to rethink what they thought was
unthinkable.
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Security woes
The article by Mr. Felton [June 2001] titled "Security problems keep increasing" seems to have
skimmed over the subject. Though people have pointed out the security defects in Microsoft, they
have not spelled out the consequence of such security faults. The reasons could also be due to the
fact that most automation I&C engineers are not that involved in computer security. And computer
experts may not be totally involved in I&C-related work. Remarks like, "How much can you afford
to spend" and "Some risk is transferred" (sidebar, Science and art) seem to imply the risk cannot
be totally avoided. In that case, we are to live with it by making provisions for such risk. This may
be acceptable in less than a few cases only.

The purpose of penetrating your network and entering the I&C area may not be as simple as
collecting data. Company X may be interested in the set point of the top temperature in Company
Y, but there are very good methods of getting to such data.

A penetration of your network could also be for causing economic damage. Most I&C systems use
databases. Now these databases can be copied and seen via some means on other systems. They
contain I/O addresses, alarm settings, remarks, and messages that give out the importance of the
item or tag. The cracker then has the ability to shut down your system at will.

In a DCS system, which is connected to a PLC, the Stop command has been configured with an
initial value of Run. If someone accesses your database and changes your initial command to Stop,
in the run-time mode the system faces no problems, but the next time your DCS undergoes a
boot-up process, your system connected to the PLC may stop. Another simple method with most
SCADA systems supporting DDE is to give the Stop command using the item name and the access
name from the database that's been read.

A worse scenario is where the safety interlocks can be bypassed by the system. Suppose your PLC
is in Run Program mode and either your PC has the PLC software utility loaded or the cracker has
a copy. Then it's a simple matter of reading your hardware configuration and writing a dummy
program where the outputs are unconditionally turned on. All your safety interlocks would get
bypassed, and the entire city around you could go silent!

Yes, these people can be tracked, and there are security methods that are true for the day until
some new crack or hack comes along tomorrow, and then you are vulnerable again. Economic
companies can take such risks and cover it by insurance because the loss is economic. But I&C
cannot take such risks because this involves human lives. Plus, there is potential for tremendous
ecological damage!

As the day progresses, we seem to be getting a barrage of new e-devices and tools from our
long-trusted vendors. The harm potential from these e-devices needs to be studied. And risk does
not just mean the cracker of the specter agent lurking to blast your country's economy or blast
your plant to cause untold damage to your ecology, human life, and pride. Imagine a PDA with
real-time access and control left on your dining table while you attend to some chore, and your
4-year-old starts playing with your plant! The I&C community will spend time finding out why the
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mishap occurred. Maybe someone loses his job and some SOPs may follow, but who will doubt the
work of a person miles away to have caused this damage? Or who dares to punish that
4-year-old?

A new standard on network safety and its incorporation in national standards and policies is
needed. Please follow up with more articles.

- Anand Krishnan Iyer, Maharashtra, India

Editor's response

Mr. Iyer, I share your view that more in-depth coverage of the problem of security is appropriate,
and you will see us return to it in future issues. It's a very big subject, though; necessarily, we will
always leave out more than we get in.

You're right too, I'm certain, when you observe that I&C and IT approach the problem of security
from different perspectives-after all, their jobs are different, and so too are the tools they use.
This is, of course, the point of the remark that, "It's vital that plant engineers work effectively with
IT. . . ."

In connection with the risk management approach advocated by Bruce Schnier, it's certainly true
that traditional defenses have focused on building an impregnable wall and that Schnier's approach
is a departure from that. Whether he is right will be decided by events, I suppose.

- Bob Felton, technical editor, InTech
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